The Tnoisible Weapon -

By
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: World War No. » and the vear 1940 have weought
mnc{g{z?ﬁnmf and uoforeseen c[mﬁgcs in warfare. Nrutid,
fon-betligerent, and warring powers hay :
selves faced with 2 fmndrec;g new p;obl::nij?:?:! [o}::lzlrl
mototized and mechanized units, rew tactics, p;}mc]‘iltiﬁt:v
and by no means least, the Fifth Colymn, In all Eili;
change, communication temains vital to the patticipant in
wat. And propaganda and che protection of milicary
secrets are vieal both o participants and to nariogs neat
the brm’i{ of involvement. Thus 2 mighty power b Lilm-
straggle tﬂﬁ world dominion by r;nr'mm:: forms of govcm—.
ment, and ideals, is radio.

: Imcfzumﬂ.xl tadio is fust now ﬁeginning to be evalu-
ated adequately as the powecfy though invisible weapon
it is. Just a5 dominance in che by plane may bcﬁzc
key to victary on land and sea, so the use of :)lm cthier
waves may be the niost porent means for mastery of the
minds and heares of men, withoue which no nation or ideal
can sutvive,

Let us imagine, if we can, the invisible and increasin
world-wide host of lighming messenges. impressed oﬁ
carrier waves. A magic which in cffect has banished tiine
and space throughout the entire globe. In a minute frac.
tion of 4 second a mere whisper is audible from the Ansi.
podes to the Arctic and from Cathay to the Caribbean, to
one hundred million radio receivers, each capable of fis-
tening in to hundreds of messages. There 15 one radio

receiver for every twenty inhabitanes, almost sixey million,
i“ rh(‘ \&Q“’Cr“’ ]‘E("l“;l]!!i'il' .‘FE(‘“(" TEIC "ii' .'””””-I onur
world scethes with Jong and shore waves tadiat iy to those
hundred million receivers from i ity chous:
transmitters of commercial, government, miliean
faval stations, and from those of over one hundred
sand efficient and indefatigable amateurs. From anv poine

e

in the world, hundreds of powerful short-v s
“]\‘r[(‘rs are (\-Hil\' contac [Cd‘ I'(‘}(l\’l’n‘_‘: ln(‘\'\il;(‘\ i ] [h(‘
ents and from seventy-

most remote potnts of all cont
cight different countries. Such, briefly, is the most pe-
tentially powerful agency for many purposes thar the
world has ever known.

While the present airplane, tank, and automatic weapon
have i‘l:.mgcd conditions of combat, radio bmndcasting has
completely revolutionized the problems of the intelligence
sections of the services. For example, before and during
the present war, Englishmen and Frenchmen have (.}(':’crj
ly sold, in impeccable English and French, Nazi and
Fascist ideals and beliefs over the air. Every day, the
strongest effort has been made to discourage the English
and French civilian public on war. In France, radio propa-
ganda was used to create suspicion and break down con-
hdence in the English alliance. Moreover, before the

war and since, a steady stream of information has been
sentseeretly, quickly, and effecively by the German espio-
nage system by way of the radio.  The perfect cosrding:

T

tion of troops with aviation, hifth columnists, and para-
chutists, parciculacly in Poland, Norwz_‘f', and Holln.nd,
was accomplished largely through radio brond_c.‘istmg.
Also, the German submarine thar threaded its way
through the safeguards, mines, patrols, nets, and im.o_ms
of Scapa Flow on October 14, 1939, and .S;H.]l\' the British
bateleship Royal Ok, was undoubtedly gmcfed by some
scemingly innocent radio broadcast in England or Hol-
land, perhaps even a band concert or a dramatic presen-
ranon
Just as the ancient counterpart of the tank, the clephnnt,
was emploved by the Persians centuries ago, codes and
ciphers have been used as long as there has been war. In
fact, recorded history tells us thac a cryprogram to Ly-
sander of Sparta saved a general, an army, and the empire
later to be enlarged by Alexander the Great. At the same
time, all authorities from Julius Casar, one of the fist
cryptographets, to the Black Chamber of the last World
War, all agree that there is really no secret writing code or
cipher created by man that cannot be broken by man.
Bur as Francis Bacon, Lord Verulam, hinself one of the
world's greatest cryptologists, said in his Advancement of
l-earning: “The only truly secret system of writing con-
a'c.tfs the existence of a secret.” Litdle did Bacon know of
the day when the secret would be even better concealed by
even being written. Seconds may now send a crucial
crvptogram hurcling thousands of miles through space,
fose sceret meaning and presence is known only to
‘FL‘iEil(‘T and receiver. And an instant afrer it is delivered
cre is not one shred of evidence, nor even 4 record of any
'““““j lj}" which the message can be deciphered into the
clear.” Such is the Mitzkrﬁcg in the cryptographic bactle
of radio in World War No. 2.

A practical illustration will be far more effective, per-
haps, than dissertations in histary and literature. Not long
o, a former world's |1c;1l'\'wcigllt hoxing clmmpian, in
aninterview on a major network of thirty-nine United
States stations, capable of bcing pickcd up over thousands
of miles, broadeast a message in the most simple jargon
'—'Ol'il‘, 0 Sil]]}‘le Ei\-‘l[ -ul-" amateur Cr}'Pt()gh\Pf".Cr or .‘!l[‘l'l.
listener should have made it our. The broadcast had a
potential audience of twenty-eight million radio homes
in the United States alone. Evidentdy not a single listener
caught the message because not a single listener was ex-
pt‘,cting it. The message was: S 112—SS. Queen Eliza-
beth sails tonight with hundreds of airplanes for Halifax,
N.B.” Neither the sponsor, the network, the world's
m'.h:impinn, ar the sports commentator int('rvicwing t.hc
champion knew anything about the message. This partic-
ular message, of course, was only sent out as an experi-
ment to see whether anyone would pick it up from the
air waves. But if such a Jﬁcss;:gc can be sent, with millions
listening in, is it safe to assume that there have not been

far more important uses made of this agency here in
America.

If radio could be used with such devastating effect in
Europe, it can be used here with even more telling effect.
In America, because of our commercial radio system, our

programs are the bcst_ in the world. Single radio per-
formances of many of eur network programs would be
events of outstanding importance in other countrics. _-\ 2
result, we have by far che greatest radio-listening audience
in the world, and in no country can more people be reached
by radio than here. Also, in no country is there any greater
freedom and tolerance. All these facts, it scems most
evident, constitute a new and serious military problem,

Thete are some 813 commercial (long-wave) broadeast-
ing stations in the United States, over six hundred more
than in all Europe combined, and in addition, all of ours
are privately owned. Then there are chirteen shotc-wave
stations, ewenty-one television stations, and sixteen fac-
simile stations. There are over hfty-three million radio
receiving sets, including cight million automobile sets, in
the United States, and 2 potential audience of over one
hundred million. The problem of planning the concrol
of radio by the War Department wo cover both prewar and
wartime necessities is staggering. All stations should be
carefully guarded or controlled:

(1) Against crvptic brmdcasting, which eicher relays
military information by enemy espionage agents, or co-
ordinates fifth column activitics, this in addition to pro-
viding ordinary censorship of news that might be of value
to the enemy. e

(2) For the broadcasting of propaganda and informa-
tion to combat the enemy’s short-wave propaganda which
would he intensified in case of war (there are many for-
eign short-wave broadcasting stations casily picked up
here); also propaganda to serve as a deterrent against
fifth-column activity. &

(3) For the proper kind of recreation and morale-
building enteraainment, which would requite minimum
attention from the War Dcp;amn:m. since chis is a radio
station’s nnimm@r service in peacetime.

(4) In order to minimize or neutralize the effects of
possible physical seizure by enemy armed forces or che
ﬁfth (UI[]I]I",

Arcﬂrdif1g to f{‘[?ﬂf[ f['(l L‘XL‘C“EJ\{ r"l[hﬂl'i[v\', t}]l’)”gh S0
far unconfirmed, the bre: k-through at Sedan on May 14,
1940, which caused the separation of the Belgian and
English forces and the French Army of the North froms
the main French Army and tesulted in the encirclement
and destruction of the northern units and the fnal crush.
ing of France, was a German victory in the radio war of
rr}'l\rﬂgr;lphv. Ovcr ong ﬁE tElt’ gOV(‘[lllu(ﬁJ’][-OWﬂCd ilﬂd
-operated stations, spics or traitors concealed messages in
code appraising che Germans of the thinly held line at the
clbow between the Maginot and Little Maginot Line, and
of the tem porary gap beeween the armies moving rapidly
into Belgium and the few divisions under General Corap
holding the northern end of the Maginot Line. [f chis
teport is true, it shows that government-owned stations are
as liable to subversive use as stations privately owned. It
also proves that the Baule of France was lost in large part
by radio.

"This is doubly strange when one considers the fatalistic
parallel chis war has with World War No. 1. In World
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Wt No. 1, the turning point was che Battle of the M'I'mf
1 : however, there was hietle
I was won by radio. In 1914, howe hy. The air was
radiotelephony, but much radiotelegrapl 5 cl_' g
filled by radio traflic with many jammed wave lengt e
French, British, Belgian, and ch}’mn mmmun{m;ttol |
cransformed the German offensive into a mcsls( lu km::,\:
cobperation. On Scptcmbes_f % 4t i ” h ;‘
ordered to close up on von Biilow to his left and push the
French away from Paris. He never received this mf:ssa%:;.
but the French did. He radioed that he was following his
original orders to swing southwest to Paris. This message
was also invercepted by the French, but never mcmfﬁd by
the German GHQ. The French cryptographers laid the
dcdphertd messages side h_v side before Joffre, "‘"d_ from
them developed the Batile of the Marne, won by radio and
ayprography.

However, ordinary military radio telephonic or tele-
graphic messages, theit interception, and the cq;ptog_mphy
welating to them, do not constituce, striu:ly spcakmg, a
new problem. Although pethaps more complex now than
it was before, and more exacting, articularly with respect
to time, this is a fairly :srahiitims’ tilitary problem han-
dled by the Signal Corps. According to the latest book-
let on our armed forces, The Army of the United States,
the Signal Corps is charged with intercepting enemy radio
messages and locating enemy (military) radio stations

by radio goniomerry.

The new milicary problem which is the subject of this
article is more in the province of the Military Ince]hgcncc
Division (G-2) which has duties “that telate to collecting,
studving, analyzing, and fnrnis’hing all kinds of milicary
information,” which “supervises any army activities deal-
ing with military surveys, maps and phr-)togmpbs. codes
and ciphers, and translations,”” and which “also directs 2
Press Relations branch which prepares and issues War
Dcpmmcnz press releases and handles other mateers con.
ceming relations with the press and with the public ar
latge.” To these extensive duties must be added the new
milicary problem of radio propaganda and counter-propa-
ganda, filth column and counter-ifch column radio activi-
ties, and the aud io-aspects as against the transmiteer aspects
of radio from the creation and production of radio enter-
tainment to preventing fifth column or espionage secret
communications by way of radio.

The problem does not :r]w:;vs stop at any given line nor
is it any too well-defined. Here, for instance, is an actual
case: One of the most powerful shorte-wave stations in

Eurape, heard all over the woild, often emitted either
before or after a scheduled evening broadcast a buzzing
sigal resembling static, so fast in vibration it would not
be tecognized as consisting of separace noises. However,
that was not the answer. The noise was actually a message
concealed not oaly in code or cipher, but by speed of trans-
mission, and intended for their nacionals in 2 country six
thousand miles away. First the message had been re-
corded, and then the record was broadcase as played at
pethaps ten times the normal velocity. The key co its

Jaly-August

f ., in reversing the
i i g course, i reversing
reception and solution lay, of

operation, ; i
PcRctuming agait to che four points of mmroii m.x.\!}x »m’
gethee represent the new milizacy problem of radic. we cat
label them: e

(1) Espionage and ffth-column cryprograps and
censorship;

(2) Propaganda and o “mp?mpﬂg;mdn;i- building;

(5) Rectstion eerainment, aod msl-b ing:

(4) Neusralization of physical seizure of stations by

cnemy or ﬁfd] CO]""\". N g

These form a staggering new assignment for the fo-
telligence Division of our service. And on the basis of
Eutopean experience, they offer as viral and as ditficule a
problem as any encountered in the warfare of 1g40.

With regard to espionage and fifth-colunin eryprogta-
phy and censorship, it will be well to e):f\ain and dif*t'ﬂ‘bf
in detail how a message can be inserted in a comocrcial
radio program broadcast. It should be clear that o by
the adaptation of 2 well-known system 4 cryptogram can
casily and seeretly be transmiteed chroughy audio means
and doubly concealed in the music, sound effects, and
dramatic dialogue of the ptogram, superiar crv?wgtapimrs
would have no trouble doing a far beter and more original
job for espionage purposes or for the organization and
control of a bfth column. i

While many different methods can be used to conceal
a ciphc_r or code message in 4 radio program, wncluding
simple jargon, the most obvious cipher is the radio cquiv.;_

lent of the grille or “cardan™ method, in which the sender
writes his “clear” through the holes of the grille, the letrers
ollowing che order of the numbered grilles, and then

fills up the vacant spaces with innocent letters to make a

message. I radio, actual words in most cases could be

used as letcers, and the grille replaced by kev numbers, o)

based on the order of words in the pmgram from i<
beginning, or from some key word. Here the difficulty of
even suspecting, much less deciphering without both a
recording and stenographic transcript of the broadcas, is
to be noted. This is whar makes sending and receiving
cryprographic messages by radio casier than cheir discovery
or prevention,

A reverse of the Gronsfeld cipher especially adapted for
radio can also be effectively used. In the Gronsfeld, chere
is 4 set of key numbers in a series that ean be casily
memorized. These numbers are written down over the
“clear” and repeated as often as necessary. Each lecver of
the “clear” is then represented in the written message by
a fetter which is the number of letters further in the alpha-
bet called for by the key number over it. In the radio

adaptation, a key word would be written down over the

“clear” and repeated as often as necessary. Each leteer of
the “clear” can then be repesented by a pumber equivas

lent to the number of letters in the alphaber separating the

leter of che “clear” From the corresponding lereer of the
kev word. In the madio program, words with the number
of lesters equivalent to those numbets could be designated
at indicated spots or kev breaks.

1940

wever, the most effective and practical cipher which ; o ’
e . led a radio  do jusc as much harm in war for lack of efficient censor

would lend itself to radio is whar might be ca
adaptation of the Nihilist Bacon biliteral.
In this system, the key is a square as follows:

2. 3o 5l
208 OB G DR
3B GoH T K
4 L MN O P
g ORI 4
&V Wexiwig

In writing the cipher, the numbers describing the posi-
tion of a lecter (its codrdinates) are substituted for it. In
the ariginal, the numbers start with 1, but due to the fact
that here also numbers of the message will be given by the
number of lerters in a word in the radio program, there are
roo few oneletter words to make the original key practi-
cable. In writing text for the radio enciphered by the
double-teansposition system as explained above, it is nec-
cssaty to assign them some definite words or order of
words, the number of letters of which will indicate the
message. For instance, if the second and Rfth words after
evety musical theme, bridge, curtain, or sound effect (all
of which are called “business” abbreviaced BIZ—in radio
work) has been agreed on, a sample written transctipt of
pare of a program (involving an Oriental servant and g
man as characters) follows:

PING: If patiently waiting, all things coming, thank vou.
BIZ: KNOCKS ON DOOR. '

5 2

MAN: W’eﬂﬂl'}:;fy that—Who is that?

PING: No doubt knock on door meaning honorable self
soon in batheub, thank you.

MAN: [ can't believe it. Open the door.

BIZ: DOOR OPENS,

2 6

PING: Prediction is cortect. Like bumbly to present sery-
ant with humble liquid for bath.

MAN: Humble liquid for bath, eh? What is this humble
liquid?

PING: Humble liquid very fine product of most noble
cow.

BIZ: BUCKETS DEPOSITED ON FLOOR.

2
MAN: Cow? It that stuff tb?;’re milk? I'm supposed to
take a bath in milk?
PING: Water very scarce. Milk very plentiful.
BOTH: Thank you.
MUSIC: FANFARE.
ANNOUNCER: The Foods Reel reels on!

The message would ctherefote be: 52—26—25, or by
teference to the table, the “clear’” would be: QED.

The most important fact in radio cryprography is the
fact chat while the sender and receiver need only worry
about the key words, a recording and actual stenographic
transcripe of the program as it was actually bm1dqst must
be obtained before a cryptogram can possibly be discovered
or deciphered.
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As for censorship, unfortunately, radio can sometimes

Shi}’ s thrcugh enemy cr_ypmgmphy, in giving away il!lil-
tary secrets or aiding Afth-column organization.  In
Europe, especially in Belgium and France, where listeners
were so used to accepting news and announcements on
government-controlled stations, lack of confidence .mfi
suggestion of catastrophe made thousands lc;;{vc their
homes and block the roads, thus to nullify milicary de-
fense measures. Many broadcasts, no doubt by fifth col-
umnists, urged the populations of whole cities to sur-
render of run. If anvone doubts American mass reaction
to radio, one has but to remember the famous War of the
Worlds broadcast which completely disrupted a quiet and
peaceful New Jersey countryside. Pethaps H. G. Wells
did not discover a secrer weapon, but Orson Welles dis-
covered that radio was cerrainly a weapon through which
man's mind and imagination could be successfully at-
tacked.

With regard to propaganda, it is a fact thar there are
definite propaganda short-wave programs already reaching
America. In addition, thete are definice programs and 2
considerable number of domestic broadcass in forcign
languages aimed at the large colonies of foreign-born, ;

In Europe, before and during the war, German propa-
ganda by radio was as far ahead of the French and English
as German superiority in military equipment of ground
and air, Many times a week, at tegularly scheduled times,
outstanding symphonic concerts featuring French music
or radio adaptations of French musical comedies and
I'Opéra Comigue were broadcast all over France by Ger-
man stations. These programs built up a1 wemendous
audience because of the superiority of their entertainment
and production. They could be compared with certain
commercial advertisers’ programs in the United States,
which throngh supetior entertainment such as Charlie
McCarthy and Jack Benny, artain such tremendous audi-
ences that the necworks have hard work selling any time
competing diﬂ:ctl}' against them. In other words, in
radio propaganda, as in radio ;ldvcrti_sing, “the show’s the
thing.” The size of the audicnce is directly in ratio to the
entertainment and showmanship of the program.

After obtaining a large audience by superior entertain-
ment, an advertiser in Ametica takes care to see that his
commercials sell his product and are as sugar-coated and
inocuous as possible. In the more serious game of selling
ideals and ideas, races, countrics, and man, radio propa-
ganda and counter-propaganda have become correspond-
ingly adept.

%nyrhc PGerm:m broadcast featuring French music and
drama. occasionally a French speaker spoke to the French
people explaining that Genmany c!cﬁlaitgl_y did not wane
to go to war with France. That the social advamxg?s in
France wete only a beginning, but that France was still in
the grip of capitalists, and that the French Pcnple were
forced to fight for England and her economic conFrol of
the world. This was all done in excellent taste, with su-
pcrim— Pméuc:ion and accurate statistics, and featured na-
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tive Frenchmen or Germans speaking perfect French. in
England, the propaganda took a different tack, and Ergm
Seprember to May millions of English and French soldiers
listened to Lord Haw Haw and Paul Ferdonnet prove
that they were fighting for nothing.

How efficicnt this invisible weapon can be is evidenced
by “The Link,” an English fifch column of English
Fascists meeting regulacly in London. Tt can be positively
stated that this organization owes more to radio than to
any other single factor. When bascist Sir Oswald Maosley
visited Paris as 2 member of the British fencing team at
the world’s championship a number of years ago, he was
wined and dined by the radio exccutives of the govern-
ment radio agencies of France, laly, Belgium, Holland,
Germany, and, strangely enough, Denmark, and also by
the owners of several of the few commercial stations on
the Conrinent.

-.[.I'IC irﬂpﬂﬂﬂncﬂ H{ t!'lk‘ Iadiﬂ WC'JPQ“ iS .‘h‘“ Pﬂmmﬂ\:'ﬂt
in the most militanly efficient country in the world. On
June 27th, the German advance guard arrived ae the Span-
ish-French border. The first German unit to reach the
border consisted of twenty specialists of the radiu—pmpn—
ganda scedion travelling in radio-cquipped tucks. They
stated to correspondents thae they broadcast many times a
day both frons their trucks and from radio stations taken
over in their advance,

Yes, mastery of the sea may be viral ro England, mastery
Of th{ air Fnﬂ)' win thL' Pﬂ:ﬂ:nt war {U[’ Gtﬂn:llly‘ bu[
mastery of the minds and hearts of men musc be gained
today to wage war successfully, and that mastety can
anly be artained in full by radio.
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Thc actui‘l itﬁtc&tiun, C“EC?L“II"]CH". .I:fﬁi :”"i'rli(f-
building qualities of radio are almost as mmportan: s the
propaganda and countcr»ﬁmyn vanda which are in mos
cases carried within the tatks 3115 shows broadease. 1 radio
is a “weapon” then we can carry che compatison fusther
and call the entertainment the “propellant” by which it
teaches the ears of millions, .':m‘l‘ propaganda the “dis-
ruptive” chat cither explodes theories and ideals. and
leaves a horsible débris of apprebension and confusion, or
crystallizes the understanding and gives men the nrge
fight on,

‘The acruat physical seizure of radio stations is cur least
important topic because it can only come at a stage 1n war
at which radia will already have done its worst. Only upon
invasion ot revolution will the armed forces or the el
agencies of faw and order be so helpless as to permic the
seizure of radio stations by the eneniy or by the Rith col-
umn. Yot plans should nevertheless be formulared to
neutralize the cfect of such a seizure in pace of a ration
just as plans are made for every ather milicaey eventuality.

In a visit to England just before the war. it was mv very
good fortine to discuss World War No, 2 with m,)'
friend, che late Sir Basil Thomson, who was head of Scot-
Lmd Yard for eleven years and head of the British sceret
service in World War No. 1. His last remack o me was

Remember that in the nexe war, radio will be the sceret

as well as the invisible WeApon enc zllwnys wdmie_rs about

when a new war comes along.” I'now know he was right,
P " 5 i :
and I hope thae this article may at least serve to prevent ity

roblems created by this new

readers from uniderrating the p
weapon, ;
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